JungleFlasher

(0.0.43 beta)

Basic User Guide vi.2



Introduction

Jungle Flasher is developed by Team Jungle in an effort to bring all 360 DVD-Drive flashing
functions together in one easy to use Win32 Application.

Jungle Flasher provides several functions that up until now where carried by several different
apps in both Dos and Win32.

The first tab you will see is the FirmwareTool32 tab. In this window you can load f/w files,
Jungle Flasher will parse the files and identify the f/w type and display relevant information, like
the all important DVD key and OSIG strings etc. On the Target sub-tab, it will also conduct MD5

hash checking of iXtreme files to confirm authenticity etc. With both source and target files
loaded the relevant source data and be transferred to the Target ( a.k.a. Spoofed ), which can
then be flashed to the target drive.

The next tab is DVDKey32, this tab is used to extract info from Lite-On the un-dump-able drive.
All, unique information is extracted: Drive Key, Unique Inquiry and Identify strings and Drive
serial information. This info is all stored in 1 easy to use file, ’Dummy.bin” , this is a 256kb file

that mimics the approximate structure of a Benq f/w file and is automatically loaded to the
source sub-tab in the FirmwareTool32 Tab. There is also a facility to create a “dummy.bin” from
previously extract files, although, fresh extractions should be completed where possible. Every

effort has been made to make the key extraction as reliable as possible, with multiple dumps
with comparison to account for the slightest chance that the serial data could become corrupt.

The Third tab is MTKFlash32. You can use this tab to Unlock Beng and Samsung drives and then
dump the current flash for use in the source sub-tab in Firmwaretool32 tab. You can also erase
a Lite-on in preperation for flashing. All 3 drives can be flashed in this tab.

The last tab is Hitachi. This is on it’s own as it is flashed in the different way to the MTK based
drives above. Hitachi Is flashed as a “Live” drive, on a sector by sector basis. At present only
dumping is supported. Flashing, is in the final stages and is expected to be available with the

release of iXtreme 1.5 for Hitachi.

Jungle Flasher is intended to be rich in information giving as much relevant and useful info as is
possible. On the DVDKey32 and MTKFlash32 tabs, all 10 and COM port information is detected
and displayed as well as drive and device properties for the currently selected drive.
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LiteOn PLDS DG-16D2S 74850c

There is no soft method for the LiteOn PLDS DSG-16D2S

Overview

Things become a little different with the LiteOn drives as there is no software only way of
unlocking the drive and reading the firmware, it requires the utilization of a RS232 to TTL serial
hardware, or a popular variant such as Connectivity Kit v3 (optional probe) or Maximus
Xtractor (with optional spear). This is necessary to extract the key/inquiry/identify/dummy .bin
files. These files are necessary for spoofing & gathering your key, even if you are just flashing
the 1.5 IXtreme to a LiteOn drive. They contain serial information that is required for proper
identification and security related issues.

You only really need the probe / spear if you fear soldering as these eliminate the need to do
this although if doing a few drives they can be more convenient.

If you choose to solder the R707 serial point back together, please ighore

reference to probe / spear instructions — Serial should be intact before

proceeding in your case (R707 bridged)

Using DVDKey32 to obtain key/inquiry/identify/dummy.bin

If using a 360 to power the drive this method can be tricky to accomplish.

You need to power on the drive with Eject status closed but Tray Half Open — To do this using
an Xbox 360 as Power source, eject the DVD drive, then, press eject to ‘close’ the tray. Now this
is the important part — you MUST remove the DVD power plug from the DVD Drive BEFORE it

closes fully.

Wait for a few seconds and replace the power plug into the DVD drive taking extreme caution
to plug the plug the right way around — once done, the drive is now powered, console thinks its
closed but it is in fact half open.
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Using a Connectivity Kit / Xtractor to power the drive

The easiest way to do this is to use manual eject before powering the drive, to manual eject

simply push this slider along until Tray is released

Then, pull the tray out fully and push half way back in. Now, hook it up to the PC using
Connectivity Kit and Sata and power On.

With the correct eject/tray status we can run DVDKey32 either from Command Line, or as
depicted below in JungleFlasher.

Open JungleFlasher, you will be presented with the Welcome Screen

JungleFlasher 0.0.43 b

For Support join #JungleFlasher on EFnet

Femove Context Menuz User Guide

After a few sconds the main window will load.
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+% JungleFlasher 0.0.43 Beta

FimwaieTool 32 | DVDKep32 | MTKFissh32 | HischiGDR3120 |

Saurce 1Inquuy] Ident\ly] Drrive Serial]

Wendor  Model Rev  Fimware Type WD Key @&

Load Source

Dk Firmware

IV Advanced View =S o 5 Taine
Target ]Inquuy] Idenl\ly] Drive Senal1 D}p:ﬁ;;:::get

Wendor  Model Few  Fimware ver DD Kep @ Spooting l

051G swverdo File l

JungleFlasher 0.0.43 Beta

Session Started Sat Jan 24 14:32:27 0050

Found 11 I/0 Ports.
Found 1 Com Ports.
Found & windows drives.
Found 1 CL/DVD drives.

As you are using DVDKey32 to obtain data, select DVDKey32 Tab

% JungleFlasher 0.0.43 Beta

FimwareTool 32 || DvDKey32 | MTKFlashaz | Hiachi GDR3120 |

Source ] Inuuiry] Idenl\fﬂ Ciive Seriali

Select Correct I/O port (check for drive propeties in Drive Properties section) and COM port and
insert probe / spear into R707 via

#= JungleFlasher 0.0.43 Beta

FimwaieTool 32  D¥DKep32 | MTKFlash32 | Hitachi GDRanz0 |
140 Port I ports Orly T Carm Port
0<CFO0 . Include non-DE Ports [ Com1 .
Port Properties Cam Port Properties
1/0 Address:  0xCFOD Part: COM1
Type: SATA Type: Standard
Channel PFrimary Mame:  Communications Paort
Postion: [GEHE Status:  Ready
Device V& RalD Controller - 3243
Dirive Key
Kew
[Cirive Properties Status:
Yendor FLDS
Narme: DG-16025 Get Key. Create Dummy.bin, Open as Source J
FAW Rew: 7485
Reserved:  OCAOATDEOSCGE3ZE1400 Load from Previous durnp files J

Good status on Probe / Spear has LED showing.
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+#% JungleFlasher 0.0.43 Beta

FirrnwareT ool 32 DYDkey 32 ] MTK Flazh 32 ] Hitachi GOR 31200 ]

140 Pt Y1, ports Only [ Coarn Part
0=CFO0 - Include non-DE Portz | COm1 -
Fort Properties . Com Port Properties
140 Address:  0=CFO0 Fot; COmM1
Tope SATA Tope Standard
Channel; Frimary Mame:  Communications Port
Fostion: b aster Statuz;  Ready
Device; W14 RalD Contraller - 3249 BiiveFal
K
Drive Properties : Status:
Yendor FLDS -
Nare: DG-18023 I Get Key, Create Dummy.bin, Open az Source I
FAw Rew: 7485
Reserved: OCADATDEORCEE3381400 Laad from Previous dump files J

JungleFlasher 0.0.43 Beta

Session Btarted Sat Jan 24 14:59:43 20020

Found 10 I/0 Ports.

Found 1 Com Ports.

Found & windows drives.

Found 1 CD/DVD drives. —

Providing serial connection was good, DVDKey32 will dump the key 6 times and compare each
dump — then prompt you to save key.bin, inquiry.bin, identify.bin and dummy.bin
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Firrnwar =

| My Recert
Docurnents

[

T

Desklop

W

Wy Documents

Iy Computer

My Netwark.
Places

Savein: |k':_} Liten

~| & ®B ek E

File name:

Save as type:

I |Ke_l,l.bin

S =]

]Firmware Images [*.bin)

Lj Cancel
- 4

Data
Data
Lata
Data
Data
Data

looks
looks
looks
looks
looks
loocks

ok, key returned: 732712EBFOB2AFECIELCAOFOSILEALTA
ok, key returned: 7328718EEFSEZAFECIELCASFIS1LEALTA
ok, key returned: 733715EEF3B3AFECIGSCASFIS1GAALTA
ok, key returned: 73271SEBFAB2AFEC3ELCAOFIS1LEALTA
ok, key returned: 732712EBFOB2AFECIELCAOFOSILEALTA
ok, key returned: 732718EBFOB2AFECIECCASFOR1LEALTA

Extracted drive key matched & times.

|52

1=

Save it ||.':"J LiteOn _:j - £ B~
5. 2 Tdentify. bin
3 £ Inquiry, bin
My Recent 2 Key.bin
Documents —
[esktop
My Docurnents
iy Campiter
My Netwark — File name: _:_| I | Save |
Flaces

Save az type:

]Filmware Images [*.bin)

Cancel
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Although extracting the key 6 times increases chances of correct key
being obtained and checks are carried out on validility — There is only
one way to know for sure the key is GOOD.

You should, where possible spoof the data into a different drive and
test to see it works BEFORE erasing the LiteOn Drive

There is no harm in running DVDKey32 multiple times, increasing the
number of key extractions.

JungleFlasher will then open dummy.bin in FirmwareTool32

+#* JungleFlasher. 0.0.43 Beta

FirmwareT ool 32 ] WDkey 32 l MTEK Flash 32 Hitachi GDR3120

Source ]Inquil_l,l] Identif_l,li Dirive Serial]

jD:'mJF TUTLiteD nbdurmmy. bin

Save Drive
Wendor  kodel Rev  Firmware Type OVD Eey (@ (s 030 Key

Lite-On  DG-16D25S 74850 DWDKep32 extract 1?38?1 SEBFIB3AFEC3EERATFIB156A1 74

Load Source
05IG: PLDS DG-16D2S 7485 Firmware

W Advanced View

Target ] Inquiry] Identify] Dirive Serial Dgﬁpm-Tv:EEt

Wendor  Model Rewv  Firmare ver; DWD Key @

|

05IG:

Dammy bin file sawved to D:%WJF TUTh LiteOn’, dunmy . bin B

Loading DVDkey source file

Inguiry string found

Identify string found

DVD key found @ 0xAO020 key iz 728718BEFOBZAFECISECAOFIS1EcLl7A
Firmware iz a Lite-0On or Beng Dumwy 05IG: PLDE DG-16DES 7485
Firmware type is: DVDEey3Z extract

£
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Just verify data reports as it should, DVDKey32 Extract with OSIG of PLDS DG-16D2S with same
key you dumped (check log for reference).

Source l Inquir}l] Identify] Diriver Serial]

|D:'\..IF TUTALiteO nhdummy. bin

Save Drive
Yendor  Model Fev  Firrmware Type DD Koy (@ QA 020 Key
Lite-On DG-16D25 74850 DWDEKey3? extract |?38?’1SBBFSBB.-’-'«FECEEEE-'-RSFEIWEB.-'-‘H?‘.-’-'«

Load Source
051G: PLDS DGE-16DES 7485 o —

................ Serial Data loocks ok, key returned: 738718BBEF3B3AFECZGLEASFO8155A174
________________ Serial Data looks ok, key returned: 738713BBF3B3AFECEZGEEASFOS1E6R17R
................ Serial Data loocks ok, key returned: 732712BBEF3BZAFECZGLEASFOR1EcRlTR
................ Serial Data loocks ok, key returned: 738718BEFSB3AFECZEEEASFI81E56A17A
................ Serial Data loocks ok, key returned: 738713BBF3B3AFECZGLEASFOS1E6A1TAE
________________ Serial Data looks ok, key returned: 738713BBF3B3AFECEGLEEASFOS1E6R17R

Now, you need to load hacked firmware into the Target Buffer

Select Open Target Firmware

v Advanced View

Open Target

Target ] Inquir_l,ll Identif_l,l] Dirivve Serial [

Yendor  kModel Rew  Fimnware wer: DD Key @

05IG:

When the box pops up, navigate to your hacked firmware (as iXtreme v1.5 is the only firmware
out at time of composing, we will be using that)

Once you have navigated to your desired Target Firmware click Open
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Laak ir: |L=-'jb<treme w16 j & ¥ E3-

ID0s
() FirmTonl 1,3 FIMAL
My Recent |5 JungleFlasher .26 BETA

&J.

Documents | & iy {5peng.bin
€ m
- i x15-sam,bin
Deskiop

&

My Documents

My Computer

My Metwark — File name: Ji+15-teon bin ~§ | Open
Places

Files of type: |Firmware file [ bin)] LJ Cancel

Upon clicking Open JungleFlasher will take you back to FirmwareTool32 and will have loaded
your target firmware into the target buffer — You will see below the Key isn’t good, it’s all
55aa55aa’s

+ JungleFlasher 0.0.43 Beta

FimwareTool 32 | DVDKey32 | MTKFlash32 | Hitachi GDR3T20 |

Saurce 1 Inquil_l,J] Identif_l,.l] Drive Serial]
ID:\JF TUT LiteDntdurmmy. bin
Save Diive
Wendor  Model Rew  Firmware Type DD Fey @ 0=&030 Key
Lite-On  DG-1BD25 74850 DWDKey32 estract ]?38?1 SBBF9B 34FEC3E5549F 981564174
Load Source
05IG: FLDS DG-16025 7485 e
W Advanced View Spoof Source to Target
Target l Inquir_l,l] Identif_l,l] Dirive Serial] DE—';;L:E&
ID:\D ocumentz and S ettingsiOgguD eskioph 3E04Lite0n_i<ireme_w1.54ix15-lkeon. bin
M arwal
Vendor  Model Rev Firmware ver; DD Kep @ nfa Spoafing
Lite-On  DG-1ED2S 74850 itreme v1.5 129 15W5W5W5W5W5W5W5m
0SIG: PLDS DG-16025 7485 Save to File
Firmware type i=: DVDEey3E extract s

Loading target file D:hDoocuments and

Settingsh OggyhDesktop), 3604Liteln iXereme wl ShixlE-liceon. bin

Target File MDE hash is: d2aas30797c7620105bh3958bo3a280d4E1E

Gernuine Lite-DOn iXtreme 1.5 Final

Incuiry area found

Current DVD key is SEARCECRACCARCEAAEERMECARCERAEERD

Firmware iz a Lite-0n encrypted iktreme 05IG: PLDE DG-16DzS 7485
Firmware type iz: iXtreme wl. 5 12X

E.4
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JungleFlasher will do an MD5 Hash check on the firmware to see if it verifies ok, you should
always check this in the Running Log to ensure you have good, valid target firmware.

Firmware type is: DVDEey3Z extract R
Loading target file D:%WDocuments and Settings)OgogyDeskhtophiktrems wl.  Ehikbreme
wl Lhixli-liteon.hbin

Target File MDE hash is: d2aaal07937c7e280103b395bc3a3830d45E
Germine Lite-On j¥treme 1.5 Final

— E—

TInuiry area found

Current DVD key is SLALCECRACCARCCARCCAACCAACCARCEALR

Firmware is a Lite-0On encrypted ixtreme 02IG: PLDE DG-1eDEE 7485

Firmware type is: iXHtreme wl. & 12

Now, we need to insert your unique Drive Key into the hacked firmware, also copy any
necessary serials into it.

To do this, simply click Spoof source to Target

& JungleFlasher 0.0.43 Beta

FirmwareTool 32 l DWDKeyp 32 ] MTE Flash 32 Hitachi GDR3120

Source J Inquir_l,l] |dentify | Cirive Serial]
|D:\.JF TUTSLiteDnhdummy. bin
Save Diive
Wendor  Model Fev  Firmware Tope DD Key (3 Qw030 Key
Lite-Ot  DGE-1ED2S 74850 DYDEep32 extract |?'38?1 SBEFIB3AFEC3ERRA9FAE1BEAT A
Load Source
051G PLDS DG-16D2S 7485 el
WV advanced View I Spoof Source to Target I
Target ]Inquil_l.J] Identif_l,l] Diive Serial] DEﬁ:ﬂL:;gEt
|D:\Documents and Settingz . OogehDeskiops 3604 Lited n_i=teme_w1 Bhin B-itean. bin
4 arual
YVendor  Maodel Fev  Firmware ver: OVD Key @ nta Spoofing
Lite-Ot  DGE-TED2S 74850 i=treme 1.5 12 |55&.&55ﬁ.&55&.&55&.&55ﬂ.&55&.&55&.&55&.&
051G PLDS DG-16D2S 7485 Save taFile
Firmware type is: DVDHEey3Z extract Ea

Loading target file D:hDocuments and

Settingsh Oggy\Desktoph 3608 Liteln_iXtreme wl.Shixli-liteon.bin

Target File MDE hash i=z: d828a30797c76201059b395be2a2204d51f

Germmine Lite-0On ixtreme 1.5 Final

Incnairy area found

Current DVYD key is ESAARGABCEABCEAACERAACEARCEAACERA

Firmware is a Lite-0On encrypted ik¥tbreme 03IG: PLDE DG-160ZE2 7485
Firmware type is: ikoreme wl. B 12H
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Again, check the Running Log to see it all went smoothly, you will visually see that your data
has been inserted into Target Buffer

+ JungleFlasher 0.0.43 Beta

FimwareTool 32 | DVDKep32 | MTKFlash32 | Hitachi GDR3120
Source 1 Inquil_l,l] Identify] Dirive Serial]
lD:\JF TUTALiteOn'durmmy. bin
Save Drive
Vendor  Model Rev  Firmware Type DVD Key @ Ot 030 Kay
Lite-Or  DGE1E025 74850 DWDep32 estract 1?38?1 ABEFIB AAFEC3IRREATF 551 5EATTA,
Load Source
051G: PLDS DG-1ED2S 7485 e
W Advanced View | Spoof Source ta Tanget
T arget llnquiry] Idenlif}l] Drive Serial] DEﬁpﬂL::gﬂ
lD:'\Dncuments and Settingzh0aggyiDesktoph3B0LiteDn_iKtreme w1 Bhix15-liteon. bin
bd arwsal
Wendor  Model Rev  Firmware ver; DVD Eey@ nla Spacfing
Lite-On  DE1ED25 74350 [breme w1512 1?33?1 BEBFSE3AFEC3ER549F 351564174,
051G: PLDS DG-16D25 7485 Saveto File
Genuine Lite-0On i¥treme 1.E5 Final L
Inquiry area found
Current DVD key is SERALREAACEARCCADELAALEABEEARLELL
Firmware is a Lite-0On encrypted idtreme 03IG: PLDE DE-1eDzS 7435
Firmware type is: iXtreme wl. b 1EX
DD Ke? copled to Carget
Tnoquiry string copied from Source to Target
Tdentify string copied from Source to Target
Serial strings copied from Source to Target
~

To generate a firmware file based on what’s currently in Target Buffer click, Save to File

W Advanced View | Spoof Source to Target |

Target | Inquiry | Identiy | Diive Serial | Rl
|D:\D ocuments and SettingstOagyhDeskiopt3604NLite0n_ttreme_w1.5%x15-liteon. bin M |
Wendor  Model FRev  Firmware ver: DWD Kep @  nda szr;'ﬁ:g
Lite-On  DG-16D2S 74850 iHireme w1.5 124 |?'38F"1 SEBFIB 3AFECIEREAIFIE1 BEATTA
0%51G: PLDS DG-1ED25 7485 Save ta File
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Jungleflasher will ask you where to save the generated firmware and what you want to name it

JungleFlasher 0,0.43 Beta

Save As
Sour . . - i i
Savein: |E‘} LiteOn ;' ol £ E-
iE'. _ g durmmy. bin .
l L: } & Tdentify bin p e
Y My Recent £ Inguiry bin -
Lill Documents Q ke, bin
2 Source
0 @ ware
Desktop
v A =
_') Target
Tam) ty Dacuments WWaETE
E! briual
i
v b4y Computer il
Liff
] g E 1o File:
ry Mehwork, File name: IILite_CFW.I:nin _‘j I Save I
Flacez
Save as hype: IFirmwareImages [* bin] _"J Cancel | N —
Gernuir A ~

Incmiry area found

Current DVD key is GEAAREARCEARCCALCCAACLABEEAAGELL

Firmware is a Lite-0n encrypted ixXtreme 0SIG: PLDE DE-1eDESR 7425
Firmware type is: iX¥treme wl. 5 12X

DVD Fey copied to target

Incuairy string copied from Source to Target

Tdentify string copied from ZSource to Target

Serial strings copied from Source to Target

(&

Once saved to an output file JungleFlasher will return back to FirmwareTool32, click on
MTKFlash32 Tab
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IMPORTANT!!!!!

Sending the erase command to the LiteOn using VIA chipsets with drivers
installed poses the potential risk of the system locking up due to the VIA chipset

Please see pre-requisites (Page 48) and follow instructions to remove Drivers

You should, where possible spoof the data into a different drive and
test to see it works BEFORE erasing the LiteOn Drive

There is no harm in running DVDKey32 multiple times, increasing the

number of key extractions.

Erasing a LiteOn PLDS DG-16D2S

PLEASE READ THE WARNINGS ABOVE

Once you erase the drive, there is NO GOING BACK

Click the MTKFlash32 Tab

+% JungleFlasher, 0.0.43 Beta

FirmwareTool 32 ] WDk ey 32 MTE Flazh 32 Hitachi GDIR 3120
Source ] Inquir_l,l] Identify] Drive Serial]

]D AJF TUTSLitedn'durnnng. bin

Save Drive
“endor  Model Fev  Firmware Type DD key Qw030 Kep
Lite-On  DGE-16025 74850 DWYDKep32 extract ]?38?1 SBBFIBAFE CIE0049F 931 BEATFh
Load Source
051G PLDS DG-16D25 7485 b
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Verify |/O Port is correct and click Lite-On Erase

FirwareTool 32 | D¥DKep32  MTKFlash32 | Hitachi GDR3120 |

140 Port
360 Toolz
OCF00 Rd :
Beng S amnriy Lite-On
Pait Properties UnLack UnLack Eraze

A0 &ddress:  O=CFO0

JungleFlasher will warn of the importance of having a verified Good Drive Key

Please Note, the only way to know 100% that a key is good, is to flash a different drive and
test BEFORE sending erase command

Lite-On-Erase

@ Are vou 100%: sure you have the Correct Drive Key
This Cammand will Completely Erase vour Drive F il

Do vou Wish ko Proceed 27

w ]

Click Yes if you wish to Proceed

JungleFlasher will present you with another warning

Lite-On-Erase

@ Wehen Erase is complete, Mendor Inkro will be sent,
Power drive OFF then On in guick succession, Once!
Drive should return Skatus 0x72 and a good Device ID,

Do wou wWish ko Procesed 77

|

Read this carefully, in most cases JungleFlasher wil return a Running Log similar to this: We
have had 0xDO / 0x80 / OxF2 / 0xD1 and all worked fine
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After pressing yes and during the sequence of dots shown below, Power Off / On drive ONCE

Sending Lite-0n-Erase regquest to port OxCFOO
Driwve returned Status O0xFE

Hopefully you will see Good Flash Chip Properties and Status 0x72 (2 known SPi Chips for
LiteOn’s, Winbond and MXIC) MXIC Shown, drive will appear in Vendor Mode under Drive
Properties

+# JungleFlasher 0.0.43 Beta

FirmwareTool 32 | DVDKey32  MTKFlash32 | HitachiGDR3120 |

[0 Part
360 Tools
O<CFO0 ~| :
Beng Sammy Lite-On
Port Properties UnLock UL ock Erase
[0 Address:  OxCFOO
Type: SATA Flazh Chip Properties
Channel: Prirnary Wendar ID: 0=C2
Poztion: Master Device 1D 0x11
Device: Wid BAID Controller - 3249 M ame: M Cl=<25L 2005]
Size: 262144 bytez
[irive Properties Type: Senal fazh with status 0472
Wendar: Drive in Wendar Model
s Flazhing Tasks
Intro / Device |D I Outro / ATA Reset I
Fi R
Fezernved: Read I Erase I rite I
Sending Lite-On-Erase redquest to port O0xCFOO0 Lo
Driwve returned Status 0xDO B
Sarinl Plach fousd with Statve Oz
Sending Wendor Outro to port O0xCFOO
Marmfacturer ID: O0xCZ
Device ID: Oxll
Flash Name: MHIC{M{EELEOOL)
Flash S8ize: £Z6E1l44 bytes
W

Drive is now in Vendor mode (0x72)
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Click the Write button to write Target Buffer to the drive

LDewice ID: Oxll
Flaszh Name: MEIC(MHZELZ00E)
Flazh ZSize: Z&Zl44 bytes

Getting Status from port O0xCFOO
8Pi flash found with Status 0x7E

Sending Chip Erase to Port 0xCFOOD
Writing target buffer to flash
Writing Bank 0: _.._._.

Write Verified OK ! in Running Log signals good write.

Now send an Outro to the drive.

Flazhing T azks
Intra # Device 1D | Outro # ATA Reset
Fead ‘ Eraze ‘ Wrike:

This will release a drive from Vendor Mode and send ATA Reset to the Drive. It then sends an

inquiry command to the drive.

This will save you power cycling the drive and then changing port away and change it back
again, with the click of a button, drive will ‘reset’ itself and JungleFlasher will send an inquiry
command to the drive. If successfully flashed the drive should Inquire correctly and display

drive properties
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Samsung (TS-H943) MS25 /MS28

Power drive with it connected to PC via SATA then open JungleFlasher.exe. You will be
presented with the Welcome screen

JungleFlasher 0.0.43 b

For Support join #JungleFlasher on EFnet

Femove Context Menuz User Guide

After a few seconds it will proceed to the Application itself

+% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 ] Dkeyp 32 l MTEK Flash 32 Hitachi GDR3120

Source I Inquir_l,l] Identif_l,l] Dirive Serial]

I

Yendor  kodel Rev  Firmware Type DVD Key i@
Load Source
D5IG: Firmware
W advanced View
Target ]Inquiry] Identify] Drrive Serial DEﬁ;.L:EEI

I

Yendor  Model Rewv  Firmware ver; DD Ky i@

I

051G:

JungleFlasher 0.0.43 Beta

Session Started Sat Jan 24 14:3F:27 zZ0030

Found 11 I/f0 Ports.
Found 1 Com Forts.
Found € windows driwves.
Found 1 CD/DVWD drives.
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Unlocking the drive

Before we can do anything to the drive, it must be in vendor mode (status 0x70)
Stock Drives (Unmodified)

There are 2 methods of unlock for Stock Drives, the first, is Sammy-Un-Lock — To do this, click
the MTKFlash32 Tab

% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 I ODkey 32 MTE, Flash 32 Hitachi GOR3120 ]

+% JungleFlasher 0.0.43 Beta

FimwareTool 32 | DWDRep32  MTKFlash3z ] Hitachi GDR3 20

140 Port
360 Tools
0=CFO0 L
Beng Sammy Lite-On
Port Properties [ UnLack UnLack Eraze
140 Address:  0xCFO0
Type: SATA Flazh Chip Froperties
Channel: Prirnary Wendar D:
Postion: b azter Device 1D:
Device: WA RAID Controller - 3245 Mame:
Size:
Cirive Properties T Tupe:
Wendar: TSS5Tcop
Narmne: DVD-ROM T5-HI438 Fleshira oelee
Ittra # Drevice (D I Outro # 4T4 Reset J
Fraf Rew: ms28
Resened: Read J Erase J wfrite J

JungleFlasher 0.0.43 Beta

Session 3tarted Thu Jan 2 14:53:47 Z0030

Found 10 IS0 Ports.

Found 1 Com Ports.

Found & windows drives.

Found 1 CD/DVD driwves. =

You will be presented with the following warning notifying you that Sammy-Un-Lock only works
on stock drives and how to unlock if using (i)Xtreme
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Sammy-Lin-Lock

For ixtreme ver 1.4 and before, unlock using 0200 DYD.
For ixtreme 1.5, unlock drive by powering up with tray half open.
Do vou wish ko proceed anwiway 7

i ;| Sammy_Ln: Lock will unlock a Samsung M328 with stock, Fiw anly.

Select yes and watch the running log in Jungleflasher; this is a ‘good’ return message

Found 0 CI/DUD drives. ~

Zending Zawmwy Un_Lock to Drive on port O0xCFOO
Stage 1, Complete!

Stage Z, Complete!

Stage 3, Complete!

Done!

154

Now, Click Intro / Device ID

+#* JungleFlasher 0.0.43 Beta

FirrmweareT ool 32 ] DWDEey 32 MTE Flash 32 Hitachi GDR3120

140 Paort
360 Tools
0xCFO0 -
Beng Samrmy Lite-0n
"~ Port Properties : UnLock UnLock Eraze
|0 Address: 0<CFOO.
Type: SaTa i~ Flazh Chip Properties
Channel: Primnary Yendor |0
Pastion: I aster Device (D
Device: W& RalD Controller - 3243 Marne:
Size
i~ Diive Properties ] Type:
“Yendar: TSSTcorp
Mae: DVD-AOM T5-H3434 sl

I Intro / Device 1D I Outro # ATA Reset ‘
FA Rew: ms23

Reserved: Read ‘ Erase ‘ Wirite ‘

Found & windows drives. ~
Found 1 CD/DVD driwves.

Sending Sammy Un Lock to Driwe on port O0xCFOO
Stage 1, Complete!

Stage Z, Complete!

Stage 3, Complete!

Lone !
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The drive should be in Vendor mode (0x70) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, Drive Properties should show “Drive in
Vendor Mode”

+% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 ] OvDkey 32 MTKFlash 32 ] Hitacki GDR3120

140 Port
360 Toolz
OxCFO0 | _
Beng S ammy Lite-On
Puart Properties UL ock UnLock Erase
10 Addrezz:  0xCFOO
Type: SATA Flazh Chip Properties
Channel: Primary Wendor ID: . OxBF
Poztion: b azter Device ID: - 0xBE
Device: WA BAID Controller - 3243 M arme: SSTIS5T395F020]
Size: 262144 bytes
[inve Properties Type: Farallel flazh with Status 0x70
Yendor; Dinive in%endor Model
R Flazhing Tasks
Intra / Device (D | Outra A ATA Resst I
FAx Rew:
Fezarved: Read I Eraze I Wfrite I

Sending VWendor Intro to port O0xCFOO

|3

Parallel flash found with Status 0x70

Sending Dewvice ID recuest to port O0xCFOO
Marmifacturer ID: O0xBF

Lewvice ID: OxBE

Flaszh Name: SST(SETISSFOE0D)

Flash Size: Z8El44 bytes
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Xtreme 3.0 -> iXtreme 1.4 Unlock using Enable0800.iso

For this you need the enable0800.iso found in the Xtreme 4.0 Distributable Package, burnt to
Dual Layer + R Media (this is vital for later firmwares). Simply burn it with no layerbreak
settings, with all data present on first Layer, IMGBurn 2.4.2.0 will do this fine just select the ISO
and confirm you want to burn to a large capacity disc with all data present on LO (Layer 0)

Once burned, simply place it in your Samsung drive while connected to the PC, wait 30 seconds
and run Jungleflasher.

+#% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 l D Dikey 32 ] MTE Flash 32 Hitachi GODR 3120
Source 1 Inquir_l,l] Identif_l,l] Drrive Serial]
Yendor  kodel Rev  Firmware Type DD Ky @
Load Source
031G: Firrnware
W &dvanced View
Target ]Inquil_l,l] Identify] Diive Serial Dgﬁ;;&::gel
Yendor  kodel FRev  Firmware ver: DVD Key @
0siG:
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm N
JungleFlasher 0.0.43 Eeta B
Seszion Started Sat Jan 24 14:3E:E7 z0030
Found 11 IS0 Pores.
Found 1 Com Ports.
Found & windows driwes.
Found 1 CD/DVD drives.
“

Click MTKFlash32 tab

% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 ODkey 32 MTE, Flash 32 Hitachi GOR3120 ]
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You will presented with a screen resembling this, select correct 1/0 Port (check for TS-H943 in
Drive Properties) and click Intro / Device ID and then check the Running Log

+* JungleFlasher 0.0.43 Beta

170 Address:  0CFOD

FAM Rew: ms23

Feserved

FirmwareT ool 32 } DWDKey 32 MTK Flash 32 Hitachi GDR2120
140 Port
360 Tools
0=CFO0 b
Berq Sammy Lite-0n
Port Properties UnLaock UnLock Erase

Type: SATA Flash Chip Froperties
Channel Primnary Wendor 1D
Postion: Master Device 1D
Dewice: Wl RAID Conbroller - 3249 Hame:
Size:
Drive Properties Type:
“Wendor, T55Tcomp
Marne: DVD-ROM T5-H3434

Flashing Tasks T
I Intra / Device [0 I Outro # ATA Feset I

Read ]

Erase I Wfrite I

JungleFlasher 0.0.43 Beta

Session Started Thu Jan 22 18:10:07 20050

Found 10 I/0 Pores.
Found 1 Com Pores.
Found & windows drives.
Found 1 CD/DVD drives.

If enable0800.iso worked correctly, you will get good flash chip properties (0x70) and drive will

appear in Vendor Mode in Drive Properties

ungleFlasher 0.0.43 Beta

FirmwareTool 32 | DWDKey32  MTKFlesh32 | HitachiGDRZ120 |
10 Part
360 Tools
0:CFO0 v1 =
Beng Sammy Lite-On
Pait Piopetties UnlLock UrLock Erase
140 Address:  0mCFOD
Type: SATA Flash Chip Properties
Channet Primary Yendor [D:  0=BF
Pastior: Master Device |D: - (0xBE
Dievice: WIA RAID Controller - 3249 Mame: S5T[S5T335F020]
Size: 262744 bytes
Drive Properties Type: Parallel flash with Status 070
WVendor: Drive in Vendar Mode!
Mari Flazhing T asks
Intro # Device ID | Outro # ATA Reset |
FAW Rew:
Rezerved: Read ‘ Erase | “whrite |

Sending Vendor Intro to port 0xCFOD
Parallel flash found with Status 0x70

Sending Device ID request to port 0xCFOO

Manufacturer ID:

0xEBF

Flash Mame:
Flash Size:

Device ID: OxBE

S5T(S8T335F020)
262144 bytes
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DevicelD Unlock / Vcc Trick (VIA/Nforce only) Stock + Modified Drives

This method has only really been tested on VIA (no drivers, or 530c drivers) and Nforce Chipsets,
although there is no harm In trying on others, this method works on Hacked and Stock Drives.

Load JungleFlasher, and select MTKFlash32 Tab

% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 I ODkey 32 MTE. Flash 32 Hitachi GOR3120 ]

Select correct 1/0O Port (check for TS-H943 in Drive Properties) and click Intro / Device ID

% JungleFlasher 0.0.43 Beta

FimwarsTool 32 | DvDKey3z  MTKFlash32 | Hitachi GDR3120° |

140 Port
360 T ools :
0xCFO0 -
Beng Sammy Lite-On
Pait Propsities E UnLock UnLack Erase
1/0 Address:  02CFO0 |
Type: SATA Flazh Chip Properties
Channel: Primary “endor ID:
Poztion: I azter Device ID:
Device: W14 BAID Controller - 3243 Name:
Size:
Drive Properties = Tupe:
YWendor: TS5Tcop
Marne: DYD-ROM TS-HI434 B o '
I Intra / Device 1D I Outro / ATA Reset ‘
Févd Few: s
Reserved: Read ‘ Eraze ‘ Sfrite ‘

JungleFlasher 0.0.43 Beta

Session Started Thu Jan 22 15:17:51 z0030

Found 10 I/0 Ports.

Found 1 Com Ports.

Found & windows driwves.

Found 1 CD/DVD driwes. e

JungleFlasher will prompt you with instructions

MTK Yendor Intro failed

2 IF wou wish to resend the command you should click Yes,
\‘-j Pawer off the drive and then back on (within 1 second).

Press Escape to cancel,

Yes Mo J
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Click Yes the Running Log will display something similar to this

Sending Vendor Intro to port O0xCFOO
Inwvalid Status
Be—-sending Vendor Intro:

When....... Are appearing, do as previously instructed by JungleFlasher. Power off the drive,
then, within 1 second power it back on.

The drive should be in Vendor mode (0x70) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, The drive should also show as In Vendor
Mode in Drive Properties

% JungleFlasher 0.0.43 Beta

FimwareTool 32 | DVDKew3z  MTKFlash32 | HitachiGDRZ120° |

140 Part
360 Tools
0=CFO0 -
Beng Sammy Lite-On
Port Properties UnLock UnLock Erase
140 Address 0<CFOO |
Type: SATA Flash Chip Properties
Chanrel: Frimary Wendor ID:  OxBF
Postion: b aster Device D OxBE
Device; WVIA BAID Controller - 3249 MHame: SST[S5T395F020)
Size: 262144 bytes
Dirive Properties Type: Parallel flagh with Status 0470
Yendor; Drrive in Vendor Model
Fiars: Flashing Tasks
Intra # Device 1D | Outro & 4T & Reget |
Ffud Rev:
Reserved: Read | Erase | Wirite |

Be-sending Vendor Intro:

1

Parallel flash found with Status 0x70

Sending Device ID regquest to port O0xCFOO
Marafacturer ID: OxEF

Device ID: OxB&

Flash Nawme: S3T(S3T335F0Z0)

Flash Size: Z6Z144 hytes

Once we have the drive in Vendor mode (status 0x70 with good flash chip properties) we can
read / write / erase the firmware.
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Reading the Firmware from the drive

Now, we would like to read the firmware from the drive first, so select read

Drrive Properties Type: Parallel flash with Status 0«70
Wendor: Drive in Yendor Mode!
Flashing T asks
M ame:

Intra / Device 1D | Outro / ATA Reset |
Ffwi Rew:
Reserved: I Read I Eraze | Write |

Again, watch the Running Log for constant status updates

Firmware reading:

Flash Nawme: SST(S2T335F0zZ0)
Flash Zize: Z6Z144 bytes

Getting Status from port O0xCFO0
Parallel flash found with Status 0x70

Beading Bank 0: ... .. .._.._....

Beading Bank 1: ... .. .._.......
RBeading BPank E: ..........

Once the firmware has been successfully read, JungleFlasher will prompt you to save it

21 0,0.43 Beta.

Save in: |k':}Samsung :_] & &5 BB~
My Recent LElt;-SDen
Documents
7[“:
[esktop

My Documents

tdy Computer

g T4 Reset
l] Save | wirite
:_J Cancel
44—

Flash 8ize: Z62144 bytes -

My Metwark: File name: E
Places

Save as lype: | Firmware Images [ bin]

Getting Status from port OxCFOO
Parallel flash found with Status 0x70

Beading Bank 0O: ._......_.......
Beading Bank 1: ... ..._._....._...
Peadinng BANE ZI - cwc. o wssunioe s
RBeading Bank 3: . ... ... _.......
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So, save it, once saved it will automatically load the firmware into FirmwareTool32 here you
can verify key looks good (no multiple 77 / FF / 00 etc bytes)

Just verify data reports as it should, Samsung, original/hacked firmware, key looks good etc.

Source ]Inquir_l,l] Identify] Drive Serial]

|D:\.JF TUT4SAM-OFW. bin

Save Key to
Wendor  Model Rev  Fimware Type DD Key (@ Ox40C2 Key.bin
Samsung TS-H9434 ms28  Stock |?38?1 BEBF9E 34FECIEE549F 981564174
03IG: TS5TcomDVD-ROM TS-H3434ms28 gl

Now, you need to load hacked firmware into the Target Buffer

Select Open Target Firmware

Iv Advanced View |

Tanget 1 Inqulry] Identlfyl Drive: Senall Dgﬁ;\l‘:;gﬁ

Yendor  Model Rev  Fimware ver DWD Kep @ ‘

05IG: ‘

When the box pops up, navigate to your hacked firmware (or stock if restoring a drive, for this
example, | will be using iXtreme v1.5 for Samsungs)

Once you have navigated to your desired Target Firmware click Open
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x| & @mekE-

HEE

E. Cao0s
A I)DMDKeya2 Demo

My Recent | 5)FirmTool 1.3 FINAL

Doc it Q Beng_CFW.hin
Fi 3 &, ix15Beng.bin
- x15-litean. bin
Desktop Save Ke_y to
0+40C2 Kep.bin
&\ . FECI65549F 981564174
-"'] Load frw
Ity Documents Image

My N.atwork File: name: w1 5-sam.bin oo Open
Flaces | j I_I

Files: of type: | Firmware file [* bin) Cancel
— o ‘

-~

Samsung Dump file saved to D:VJF TUTVEAM-0FW.bin -

Loading MTE_Flash source file

Inquiry string found

Tdentify string found

DUD key found @ Ox40CZ key is 738718BEF9B3AFECIAESASFIR1SAALITA

Firmware is Samsung 03IG: T38TcorpDVD-ROM TS-H943AnsZS

Firwware type is: Stock
&

Upon clicking Open JungleFlasher will take you back to FirmwareTool32 and will have loaded
your target firmware into the target buffer — You will see below the Key isn’t good, it’s all 77’s

#® JungleFlasher 0.0.43 Beta

FimwaieTool 32 | DVDKey32 | MTKFlash32 | Hitachi GDR3120 |

Sourcs 1 Inauil}l] Identify] Diive Serial]

ID.\JF TUTYSamsunghSabd-0Fw bin

Save Diive
Wendor  Maodel Fev  Firmware Type WD Keyp & Key
Samsung TS-H3434  me28  Stock J?3B?1 HBBFIB3AFE CIEREASFIH BEAT7A

Load Saurce
051G: TS5TcopDVD-ROM TS-HI434ms22 it

¥ Advanced View Spoof Source to Targst

Target ]Inquiryl Identify] Drive Serial1

]D:\Documents and Settings\Oggy\Diesktoph360hLite0n_treme_v1.B4ix15-zam bin
anual
“endor  Model Fev  Firmware ver. DD Kep @ Ox40EE Spoofing ‘
Samsung TS-H9434 ms28  MTREME1G-124FINAL |
O051G; T55TcorpDVD-ROM TS5-HI43Ams28 Save ta File
Loading target file D:\Documents and ~

Sectcings)\0ggyiDeskroph 3604 Liteldn _iXrcreme wl.SiixlS-sam.bin
Target File MDS hash is: 4bc77135cdcc65d6lbT7odoZbT74119912
GCenuine Sanny iXtreme 1.5 Final

Inquiry string found
Identify string found

DUD key found @ Ox40ES key is
Firmware iz Samsung 05IC: TEETcorpDUD-ROM TE-H943AwsZ2
Firmware type is: iHTREMEL 5-1Zx-FINAL
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JungleFlasher will do an MD5 Hash check on the firmware to see if it verifies ok, you should
always check this in the Running Log to ensure you have good, valid target firmware.

Loading target file D:\Documents and Settings'Ogoy\Desktopiliteln iXtreme wl_ EhvixlE-sam bin A

Target File MDE hash is: 4he77f£3%cdeoctbdelb7odezbE741159912
Germaine Samwmy iXKtreme 1.5 Final

IHONLILY SCrinig rovrid

Tdentify string found

DVD key found @ O0x40ES key ds 777777277007 000000000RRR00NINR0T
Firmware is Samsung 05IG: TEETcorpDVD-ROM TE-H942AmsER
Firmware type is: iXTREMELl_ L5-1Zx-FINAL

Now, we need to insert your unique Drive Key into the hacked firmware, also copy any
necessary serials into it.

To do this, simply click Spoof source to Target

+% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 l DDkep 32 ] MTE. Flash 32 Hitachi GDR3120

Sﬂumellnqu1ldenHW] DﬂveSeﬂd1
1D:\JF TUTAS amsungSakd-0F W bin
Save Drive
Wendor  Maodel FRev  Firrware Tyupe DD Kep (3 Key
Samsung T5-H9434 ms28  Stock ]?38?1 BEBF9B 3AFECIE55A9F 381 5EAT 74
Load Source
0SIG:  T55TcopDWD-ROM TS-HI434m:28 i
W Advanced Yiew I Spoof Source to Target I
Target ] Iruquiry | Identify] Dirive Seriall Df;ﬁ;l‘::?t
1D:\Documents and Settings\0ggy\Desktoph3608Lite0n_i<treme_v1 5441 5-sam.bin
b aral
Wendor  Model Rev  Firmware ver, OVD Kep @ Ox40ES Spoofing
Samzung TS-H3434  me28 MTHEME'I.E-'IZH-FINAL]r'."."."."."r‘."r'r‘.-'.-'a‘r’a‘a‘r’a‘ﬁ.-‘r’.-‘ﬁ."r’f.".-’.".-’
051G T55TcorpDVD-ROM T5-H3434ms28 Save to File

Loading target file D:\Documents and
Settings\OggyiDesktopi\ 260 Liteln ixtreme wl._ Sh%ixlb-sam. bin
Target File MDE hash is: 4be?7f£3%cdcce5delb7edoEE7411591EF
Genuine Samwmy iXtreme 1.5 Final

Trouiry string found

Tdentify string found

DVD key found @ O0xd40ES key dis 27077 07007070070072070072070779777
Firmware is Samsung 08IG: TSSTcorpDVD-ROM TES-H943AwmsZ8
Firmware type is: iHTREMEL. 5-1Zx-FINAL
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Again, check the Running Log to see it all went smoothly, you will visually see that your data
has been inserted into Target Buffer

+ JungleFlasher 0.0.43 Beta

FirmwearsT ol 32 ] D Dkey 32 ] MTK. Flazh 32 Hitachi GDR3120

Source ] Inquir_l,J] Idenlif_l,l] Dirive Serial1
1D:"-.JF TUTAS amzunghSaM-0FwW bir
Save Drive
Yendor  Model Rew  Fimware Type DD key & key
Samsung T5-H3434 ms28  Stock 1?38?1BBBFSEE&FEESEEE-’-\EIFEIE'I BEATTA
Load Source
051G T55TcopDWD-ROM TS-HI434m:28 ey
W Advanced View | Spoof Source to T arget
Target ]Inquily] Identify] Diive Selial] Dgﬁ;;\r\lgget
1D:'\Du:u:uments and Settingz\OgguhDeskiopt 3600Lite0n_ktremea w1 5%x1B-zam. bin
M anual
Yendor  Model Rew  Firmware ver; DD Key @  D=40E8 Spaofing
Samsung TS-H9434  ms28  HTREMET1.5-12:-FINAL ]?38?1BBBFSBE&FEEEEEE-’ASFS& BE&T7A
051G; T55TcopDWD-ROM T5-H3434ms28 Save to File
Tdentify string found

DUD key found @ Ox40ES kewy dis 7700007070000 000 0000000000 00707
Firmware is Samsung 05IG: TEETcorpDVWD-ROM TS-H943Aw=7F3
Firmware type is: iXTREMEl. E-1Zx-FINAL

Spoofing Target

DVD Eey copied to target
Incuiry strings identical
Tdentify strings identiecal

To generate a firmware file based on what’s currently in Target Buffer click, Save to File

v Advanced Yiew | Spoof Source to T anget

. . . . Open Target
Target l Inquu_l.J] Identlfy] Drive Serlall Ip:irmwarg

|D:‘\D ocuments and Settingz\0ggyhDeskiophLiteln_Ktreme_v1.5%ix15-zam. bin

M anual
Wendor  Model Rev  Firmware ver: DVD Key i@ Ox40ES Spaafing
Samsung TSHI3A ms28  KTREMET 512 FiaL | 738718BBF 9B3AFECIEE54TFART56A174
051G TS5TeorpDWD-ROM T5-HI434ms28 Save to File
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Jungleflasher will ask you where to save the generated firmware and what you want to name it

Savein |1 JF TUT

.'-2_ £ BENG-OFWY, hin
i s durnrmy, bin

My Recent £, Identify,bin
Documents élnquirv.bin
F_'hl_"- £ Key.hin
- £ SAM-OFW, bin
Dezktop

J Savekeyto

by Documents K.ey.bin

- Load fAw
o, Image

ty Computer I

<)

Open Target
by Mtk File riarne: Sarm CPw. biry Save Firrreasare
Places
Save as type: Firrware Images [ bin) Cancel
2 Manu_al
Yendor  Model Rey  Firmware ver: D Kepid  Oxd0ES Spoofing
Samsung TSHI434 ms28  TREME1 512+ FINAL |73571BBBFIB3AFECIBEEATFIB156AT 74
051G TSSTcopDVD-ROM T5-HI434m=28 Save to File
Tdentify string found L
DVD key found @ O0x40CE key is 7387 18EEFSBZAFECIELLASFIS15cA1TA T
Firmware iz Samsung 08IG: TEE5TcorpDVD-ROM TE-H943AmsEF3
Firmware type is: Stock
Spoofing Target
LVD Eey copied to target
Inquiry strings identical
Identify strings identical
W

Once saved to an output file, we can proceed with writing the firmware to the drive.
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Writing Firmware to the drive

To write the firmware, as long as drive is still unlocked we just click MTKFlash32 tab

% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 ODkey 32 MTE. Flash 32 Hitachi GOR3120 ]

Verfify you have good flash chip properties still

Flazh Chip Froperties
Wendor ID:  OxBF
Device ID:  0xBE
M ame: SST(55T395F020)
Size 262144 bytes
Type: Parallel flash with Statugz OxF0

Flazhing T asks
Intra # Device 1D | Outra # AT4 Reset |

Fead ‘ Erase ‘ Wirite |

Then, click Write

Flazh Chip Properties
VYendor [D:  OxBF
Device ID:  0:BE
M ame: SETISST295F020]
Size: 262744 bytes
Type: Farallel flazh with Status 0470

Flazhing Tazks
Intio / Device D | Outio / ATA Reset |

Read ‘ Eraze ‘ I "Write I

Write Command, will erase and flash all 4 banks in turn, then read back flash and verify

A series of 16 ....."s are it writing the 16 sectors of each bank (4 banks, 0/1/2/3)
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After writing all 64 sectors, signaled by 64 dots (16 dots across 4 banks) JungleFlasher will verify
what it wrote by reading back and comparing against Target Buffer. So, what we really want to
see is Write Verified OK!

Flash VWerification Test |
Beading Bawk 0: ______________..
Beading Bank 1: ................
Peading Bawk 2: .. ... .. .. .. .....
Beading Bawnl: 3: . ... ... ... ...
fUrite verified 0K !

Ok, now you have flashed your Samsung Drive successfully, should you not get Write Verified
OK! Please ask for support in the JungleFlasher support channel, found at irc.efnet.net channel
#JungleFlasher
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BenQ VAD6038 (62430c and 64930c)

Unlocking the drive

Before we can do anything to the drive, it must be in vendor mode (status 0x73)

BenQ-Un-Lock Stock/ iXtreme 1.1 -> 1.41 / Xtreme Firmwares Only

Please note, BenQ-Un-Lock WILL NOT work on drives that have iXtreme 1.5 firmware on them
Connect your BenQ drive up via Sata to your PC, power on, and run JungleFlasher.

You will be presented with the Welcome Screen shown below.

JungleFlasher 0.0.43 b

For Support [oin #JungleFlasher on EFnet

Remove Context Menus Uszer Guide

Click Go to proceed into the program itself

Click the MTKFlash32 Tab

+% JungleFlasher 0.0.43 Beta
FirmwareToal 32 l DWDKey 32 MTE Flash 32 Hitachi GDR3120 ]

Then, select correct 1/O Port by verifying PLBS VAD6038 shows in Drive Properties and click
BenQ-Un-Lock
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+* JungleFlasher 0.0.43 Beta

FimwaeTool 32 | DWDKey32 ~ MTKFlash32 | HitachiGDR3120 |
100 Port
360 Tooks
0xCFO0 -
Beng Sammy Lits-Or
Port Properties UnlLock UnLock Erase
140 Address:  OxCFOO
Type: SATA Flash Chip Properties
Channel: Primary Wendor |D
Paostion: I aster Device ID
Device: W14 RAID Controller - 3243 Name:
Size:
Drive Properties Type:
Wendor FBDS
Hame: VADBO38-64330C Feslig s
Intro # Device 1D ‘ Outro / ATA Reset I
FAW R
Reseved: Fead I Erase I White I

JungleFlasher will send the Magic Keys to unlock the drive and should return this message in
the Running Log

Found 1 Com Ports.
Found & windows drives.
Found 1 CD/DVD driwves.

Sending Magic Keys to Drive on port Oxz0xzCFOO0

The drive is now unlocked, click Intro / DevicelD

+® JungleFlasher 0.0.43 Beta

FimwareTool 32 | DVDKey32 — MTKFlash32 | Hitachi GOR3120 |
10 Part
360 Tools
0xCFO0 -
Beng Sammy Lite-On
Pt Properties Unlock UnLock Erase
10 Address: 0xCROD 1
Type: SATA Flazh Chip Properties
Channsl Primary “Wendor 1D
Puostion Master Device D
Device: Wl RAID Controller - 3243 Hame:
Size:
Diive Propeities Tupe:
Wendor: PBDS C
Hame: VADBO38-64930C Hastwidiliathy
I Intro / Device ID I‘ Outro # ATA Reset I
FAw Rev:
Heserved Fiead J Erase I Write I
Found 10 If0 Ports. A

Found 1 Com Ports.
Found & windows driwves.
Found 1 CD/DVD drives.

Sending Magic Keys to Drive on port Ox0xCFOO

Page 35 of 59



The drive should be in Vendor mode (0x73) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties.

+* JungleFlasher 0.0.43 Beta

FimwareTool 32 | D¥DKep32  MTKFlash 32 | Hitacki GDR3120.
10 Port
360 Toals

OxCFO0 | _

Beng S arnmy Lite-Cn
Port Properties UnLack UnLock Eraze

/0 Addrezs:  OxCFOD .

Type: SATA Flazh Chip Froperties

Chanmel: Primary Yendor ID: OxC2

Paoshiary: M aster Device ID: - 0x11

Device: WA BalD Controller - 3249 MHame: M=l CIME2BL2005]

Size: 262144 bytes
[inive Properties Type: Senal flagh with ztatugs 0x73
Yendor: Diive in YWendor Model
Mame: Flazhing Tasks
Intra / Device 1D I Outro £ ATA Reset ‘

FAud Rew:

Eeserved: Fead J Erase I WWrite: I
Bending Wendor Intro to port O0xCFOO A
Serial flash found with Status 0x73
Sending Dewice ID reogquest to port OxCFOO
Manufacturer ID: 0OxCE
Dewice ID: Oxll
Flash MName: MXIC({M<ZELZO0O0E)

Flash Bize: 262144 bytes
w
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DevicelD Unlock / Vcc Trick (VIA/Nforce only) Stock + Modified Drives

This method has only really been tested on VIA (no drivers, or 530c drivers) and Nforce Chipsets,
although there is no harm In trying on others, this method works on Hacked and Stock Drives.

Load Jungle flasher, and select MTKFlash32 Tab

% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 I ODkey 32 MTE. Flash 32 Hitachi GOR3120 ]

Then, select correct 1/O Port by verifying PLBS VAD6038 shows in Drive Properties and click
Intro / Device ID

« JungleFlasher 0.0.43 Beta =3

FirmwareT ool 32 ] DYDEkey 32 MTK Flash 32 Hitachi GDR3120

|40 Port
360 Tools
0xCFO0 -
Beng Sarmnrmy Lite-0n
I~ Port Properties . UnLock UnLock Eraze
170 Address:  0=CFO0
Type: SATA 1~ Flash Chip Froperties
Channel; Prirnary Wendor |D;
Postion: b azher Dievice [D:
Device: Wia RalD Controller - 3243 I arne:
Size:
[~ Drive Properties 1 Type:
endor: PEDS
Mame: VADROZE-649300 et
I Intro / Device 1D I Outio # ATA Feset ]
F M Rew:
Reserved: Read ] Erase ] it ]

JungleFlasher 0.0.43 Beta

Session Btarted Sun Jan 25 01:05:43 20030

Found 10 I/0 Ports.
Found 1 Com Ports.
Found £ windows driwves.
Found 1 CD/ADVD drives.

JungleFlasher will prompt you with instructions
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MTK VYendor Intro failed

<2 I wau wish bo resend the command you should click Yes,
__*(’ Power off the drive and then back on {within 1 second},

Press Escape to cancel,

Yes Mo

Click Yes the Running Log will display something similar to this

fending Vendor Intro to port 0xCFOO
Invalid Status
Pe-sending Vendor Intro:

When....... are appearing, do as previously instructed by JungleFlasher. Power off the drive,
then within 1 second power it back on.

The drive should be in Vendor mode (0x73) now and return good flash chip properties, you can
check in the Running Log or Flash Chip Properties, Drive properties should display Drive in
vendor Mode

+# JungleFlasher 0.0.43 Beta

FirrnwareT ool 32 ] DYDKey 32 MTEFlash 32 | Hitachi GDR3120

140 Port
360 Taools
0=CFO0 -
Beng Sammy Lite-Or
Pait Propeities UnLack UnLock Eraze
1/0 Address:  0xCFOO
Tupe: SATA Flazh Chip Properties
Channel: Frimary Wendor [0 OxC2
Postion: M aster Device I0: - 0x11
Dievice: WA RalD Controller - 3249 Mame: bl ClM=2BL2005)
Size: 262144 bytes
LCirive Properties Tupe: Serial flazh with statuz 0x73
Wendor: Dinive in Yendor Mode!
R Flashing Tasks
Intro / Device 1D I Outra / ATA Reset |
FAwf Rew:
Beserved: Read | Eraze | Wite |
Sending Wendor Intro to port OxCFOO -~

Serial flash found with Status 0x73

Sending Dewvice ID resuest to port OxCFOO
Manufacturer ID: 0xCE

Dewvice ID: 0Oxll

Flash Name: IMHIC(MXEELZOO0E)

Flash Size: 2&2l44 bytes
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Reading the Firmware from the drive

Now, we would like to read the firmware from the drive first, so select read

Dirive Properties Type: Senial flazh with status 0«73
Wendar: Drive in Yendor bodel
Mame: Flazhing Tazks
Intra / Device (D | Outro £ ATA Reset |
FAf Rew:
Fezerved: Read Erase | Write |

Check the Running Log and you will see it reading the firmware from the drive

RPeading Bank 0: ____ . __________._
RPeading Bank 1: ____ . __________._
RPeading Bank Z:

(=]

Once the firmware has been read JungleFlasher will prompt you to save the firmware. Name it
what you wish and select directory path of your choice and click Save

ungleFlasher 0.0.43 Beta

Firmwares
Savein: ]l-"_—'}EenE! _'j L= ck B
|
A
by Recent
(b Dacurments
K
Deskiop

=

y Documents

My Computer

Eﬂ

MyNetwork  Fiename: | [BENG-OFW/.bin S s |
Places :
Save as ype: 1 Firmware Images [* bin] _:_J Cancel
Flash Zize: Z£Z144 bhytes A

Getting Status from port OxCFOO0
Serial flash found with Status 0x73

Beading Bank 0: ... _ ... . .......
Peading ‘Bank Yoo solioinririalt
Peading Bank ZI a: oswimn i daeen .
PBeading Bank 21 ... ... oiianaaann

4l
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Once saved it will automatically load the firmware into FirmwareTool32 here you can verify key
looks good (no multiple 77 / FF / 00 etc bytes)

Just verify data reports as it should, BenQ, original/hacked firmware, key looks good etc.

+% JungleFlasher 0.0.43 Beta

FirmwareTool 32 | DVDKey32 | MTKFlash32 | Hitachi GOR3120 |

Source ] Inquiry] Identif}l] Drive: Serial]

]D:"-JF TUT BenA\BEME-OFW bin

Save Drive
Yendor  Model Rew  Firrmware Tupe DD Kep @ Ows030 Key

Beng  “aDBO33  B4330C Stock ]F.-’-"«F1 DO¥2eCOFEACZ2EEFARE23C5203EE

' Load Source
051G; PBDS WADBI38-64930C Firrmware

¥ Advanced Yiew

Target ||nquir_l,l] Identif_u] Dirive Serial] DEﬁPnL:EEt

endor  Model Rew  Firmware ver: DD Fey (@

]

O51G:

Eeng Dump file saved to D:3yJF TUT\EenQ\BEENQ-OFW.bin 1

Loading MTE Flazsh source file

Ineuiry string found

Tdentify string found

DVD key found @ O0xAQ030 kewy is FAFIDO7EZSCOFEACEZZSEFASBZ3CEEZDSES
Firmware is Beng 02IG: PEDS TADEOZIE-&43300C

Firmware type is: Stock

Now, you need to load hacked firmware into the Target Buffer

Select Open Target Firmware
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¥ Advanced View Spoot Source to Target

Target I Inquiryl Identifyl Dirivee Serial DEﬁ;L:EEt
I Manqal
Wendar  Madel Fev  Firrmwware ver DWD Fey (& Spoofing
05I1G: Save toFile

When the box pops up, navigate to your hacked firmware (or stock if restoring a drive, for this
example, | will be using iXtreme v1.5 for BenQ Drives)

Once you have navigated to your desired Target Firmware click Open

JungleFlasher 0.0.43 Beta

Firrniwares
S Look in: ikﬂ LiteOn_i<treme_w1.5 L‘ =) E—‘ﬁ Eq-
aurce
- I00s
iD:m : I3 DVDKey3Z Demo
My FRecent | SFirmTool 1.3 FINAL five

Wen Einctimenis (i Mew Folder
& Beng_CFW. bin

Hitachi-oFwW . bin hurce
DSl Desktop @ e
i ix15-liteon.bin

£ ix15-sam, bin

My Documents £ Sam_CFW.bin

Target it
e

m
o
=3

<l
£
®

-
&

by Cormputer Il

£

D=1 My Metwark. File name; ii:-ﬂ 5Beng.bin _l' l UEen ' nFile
Places
Files of type: | Firmuare: file [* bin] | Cancel |

EBeng Dunp file saved to D:WJF TUTWEenQ\EENQ-O0FW.hin

1>

Loading MTE Flash source file

Ineiry string found

Tdentify string found

DVD key found @ O0xA030 key is FAFLDOPZECOFEACZZEEFABBZICEEZDEEES
Firmware i=s Beng 03IG: FEDS VADS038-5649300C

Firmware type i=s: Stock

|:;|
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Upon clicking Open JungleFlasher will take you back to FirmwareTool32 and will have loaded
your target firmware into the target buffer — You will see below the Key isn’t good, it’s all 77’s

+% JungleFlasher 0.0.43 Beta

FirmwareT aol 32 ] DDkey 32 ] MTEK. Flash 32 Hitachi GDR3T120

Source ] Inquiry] Identif_l,ll Dirive Setial]
|D:'\JF TUTBenQ*BEMQ-0FwW bin
Save Drive
Yendar  Model Rev  Firrmware Type DD Key e & 030 Key
Beng  “AaDED38  B4930C Stock {FAF1 DO725C0FEAC2Z2EEFABB23CE2DBER
Load Source
051G: PBDS  WADED38-64930C i
IV Advanced Yiew Spoof Source ta Tanget
Target | Inquiny | Identity | Drive Serial HREll ol
|D:'\D|:u:uments and Settingz\OggphD ezktop 3600 LiteD n_i<treme_w1. 541 5B eng.bin
banuial
Wendor  Model Rew  Firmnware wer: DD Kep@  O«<E030 Spoafing
Beng  WADBO03E  B4330C k<hreme v1.50-12x- 1.-’r’.-‘."r’.-’fr’r’r’.-‘ff.-’f.-’.-’f.-‘fr’.-’f.-’.-’f.-‘ff.-’.f.-‘
FIMAL
051G: PBDS  WADED38-64330C Save to File
Loading target file D:ZDoocuments and ﬁ

Settings)\ OggyiDesktopt 360\ Liteldn_ixtreme wl.5\ixlEBeng.bin
Target File MDE hash i=s: atdd4cééiccO0ld4caddicalilc8cdici0b
Germine Beng iktreme 1.5 Final

Inuiry string found

Tdentify string found

DVD key found @ 0xE0Z20 key is 29077070000 000000 0000000002277
Firmware iz Beng 05IG: PEDS VADEO03E-&642300C

Firmware type is: ix¥treme wl.E0-1Zx-FINAL

JungleFlasher will do an MD5 Hash check on the firmware to see if it verifies ok, you should
always check this in the Running Log to ensure you have good, valid target firmware

Loading target file D:hZ\Documents and

Settingsh OgogyiDesktopt 3604 Liteln iXtreme wl.5%ixlEiBeng. bin
Target File MDE hash is: agddeceetcllldcaddlicatlef8cdi3csih
Germine Beng iHbremes 1.5 Final

Ingquiry string rfound

Tdentify string found

DVD key found @ OxE030 key is 7777 7777727077°0770970370970970977
Firmware is Beng 05IG: PEDE TADEO3IE-6423200C

Firmware type is: iMcreme wl_ E0-1Zx-FINAL
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Now, we need to insert your unique Drive Key into the hacked firmware, also copy any

necessary serials into it.

To do this, simply click Spoof source to Target

# JungleFlasher 0.0.43 Beta

FimwareTool 32 | DVDKey32 | MTKFlash32 | Hitachi GDR3120

Source ] [rgquairy ] [dentify | Drrive Serial]

]D:\JF TUT " Bent BEMO-0FW bin
Save Drve
Vendor  Model Fev  Firmware Type VD ey (& (x&020 Key
Beng WaDED3IE  B49320C Stock FAF1DO725COFEACZ2EEFABBZ23CE208ER
Load Source
051G FEDS “WADBO3E-E4930C o G
v Advanced View I Spoof Source to Target I
Target | |riquiry ] |dentify ] Dirive Serial ] DEﬁpﬂJ\l::gEt
]D:‘\Documents and Settingz\0ggytDesktoph3E0tLite0n_Etreme_w1. 54158 eng bin
kanual
Wendor  Model Fiew  Firmware wver: DD key & OxE030 Spoating
Beng WaDEDIE  BA930C betreme w1.50-124- e
FIMNAL
051G FEDS “WADBO3E-E4930C Save to File

Loading target file D:'Documents and
Settings\Dggy\Desktop\SSD\LiteDn_iXtreme_vl_EHinSBenq_hin
Target File MDE hash is: acddeegéci0l4caddlicablceS8cdiciib
Geruine Beng iktreme 1.5 Final

Inquiry string found

Tdentify string found

DV key found @ OxEQ30 key dis T702770000000000 000000 0000wen
Firmware i=z Eeng 02IG: FPEDES VADSOZ8-549300C

Firmware type is: ik¥treme wl_ E50-1Zx-FIMAL

Again, check the Running Log to see it all went smoothly, you will visually see that your data

has been inserted into Target Buffer
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+* Jungleflasher 0.0.43 Beta

FirmwareT ool 32 ] DVDEey 32 ] MTE Flazh 32 Hitachi GDR3120
Saurce llnquir_l,l] Identif_l,l] Drive Serial]
]D:\JF TUT“Bend\BEMNG-0Fw bin
Save Drive
YVendor  Model Rev  Fimware Type LD Key (3 Ox&030 key
Beng  WADED38  B4930C Stock 1FAF1DD?ZECDFEAE22BEFABB23C52DBEB
Load Source
0SIG: PEDS “aDEOD38-E4930C s
IV Advanced Yiew | Spoof Source to Target
Targst ] Inquir_l,-] Identify] Diive Serial] Dﬁ;ll::get
]D:\D ocuments and Settingz\0ggehD esktoph 3604 Lite0n_itreme_w1 54ix1 BB eng. bin
b arual
YVendor  Model Rev  Firmware ver DD Kep i@ OEQ30D Spoofing
Beng  WADED38  B4930C itreme +1.50-12x- 1FAF1DD?ZEEDFEAEZQBEFABB23C52DSEB
FIMNAL
0SIG: FEDS “aDE0D38-64330C SavetoFils
DV key found @ 0xE030 key dis F7777777777°07°070700000070R090070 A
Firmware iz Beng 03IG: PEDS VADEOZE-645300
Firmware type is: iX¥treme wl_ 50-1Zx-FINAL
Spoofing Target
DV Eey copied to target
Inguiry strings identical
Tdentify strings identical
O0xFFOO area copied for Eeng to Bemng
Vv

To generate a firmware file based on what’s currently in Target Buffer click, Save to File

Target ]Inquir_l,-] Identify] Drive Serial] Dﬁpﬂlg:gﬁ

|D:"\D|:|cument$ and Settingz'JggyiDesktopt 360NLike0n_l=treme_w1.55x15Beng.bin
b anual

Vendor  Model Rev  Firmware ver: DVD Key & O<E030 Sposfing
Beng  “ADED38  B4930C i<treme w1.50-12x- |F.-’-'~F'| DO725COFEACZ2EE FABE 23C5208ER

FIMAL
051G: PBDS VaDE038-54930C Sawve to File

Jungleflasher will ask you where to save the generated firmware and what you want to name it
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JungleFlasher 0.0.43 Beta

> e @®cyE-

Firrnware
Save i Iﬁ Bend
Source
!D:‘-.JI L@
My Recent
et Diocuments

Ben '_@

051] Desktop

W id f
by Documents
Target
O:h @
; kM Camputer
Wen
Ben 'y

£ BENG-OPW, bin

Tive

LIrce
Jare

arget
are:

=

05l My Metwark:  File name:
Places

|Bena_CRw bin s

Save az lype: a Firrmware Images [*.bin) 'i

I Save I File:
Cancel |

B

Firmware is Beng 05IG: FPEDE

Spoocfing Target

DVL Eey copied to target
Inuiry strings identical
Tdentify strings identical

DVD key found @ O0xE030 kew is 797777707 70°7077000000000077000007

ViDe028-£4320C

Firmware type i=s: iXtreme wl.50-1Zx-FINAL

0xFFO0 area copied for Beng to Eeng

3

(65

Once saved to an output file, we can proceed with writing the firmware to the drive.
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Writing Firmware to the drive

To write the firmware, as long as drive is still unlocked we just click MTKFlash32 tab

% JungleFlasher 0.0.43 Beta

FirmwareT ool 32 ODkey 32 MTE. Flash 32 Hitachi GOR3120 ]

Verfify you have good flash chip properties still

Flazh Chip Properties
YVendor [D: 0xC2
Device ID: 0<11

M ame: bl C[M2BL2005]
Size: 262144 bytes
Type: Seral flazh with status 0=73

Then, click Write

Flazh Chip Properties
Vendor ID;  OxC2
Device ID:  0x11

Mame: I C[ 2012005
Size: 262144 bytes
Type: Serial flagh with statug Oxs3

Flashing Tasks
Intro / Device 1D | Outro /A ATA Reset

FRead | Eraze | it

Write Command, will send Chip Erase prior to writing and then proceed to write the 4 banks of
the firmware (banks 0/1/2/3)

A series of 16 ....."s are it writing the 16 sectors of each bank (4 banks, 0/1/2/3)

After writing all 64 sectors, signaled by 64 dots (16 dots across 4 banks) JungleFlasher will verify
what it wrote by reading back and comparing against Target Buffer what we really want to see
is Write Verified OK!
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Flash Verification Test !
Beading Bank 0: _ .. ____...__._...
Beading Bank 1: ... ............
Beading Bank 2: ..........00...
Deading Bank 3: _ ... ... .___...
Write werified OH ! |

Now send an Outro to the drive.

Flazhing T azks
Intra / Device D | Outro # ATA Reset
Fead ‘ Eraze ‘ afibe:

This will release a drive from Vendor Mode and send ATA Reset to the Drive. It then sends an
inquiry command to the drive.

This will save you power cycling the drive and then changing port away and change it back
again, with the click of a button, drive will ‘reset’ itself and JungleFlasher will send an inquiry
command to the drive. If successfully flashed the drive should Inquire correctly and display
drive properties

Dirive Properties Type:
Yendar: FBDS
Mamme: VADE038-64930C Flashing Tasks
Intro £ Device D | | Outra 4 AT4 Reset |
F A Rew:
Fezerved: Fead ‘ Erase | Wwrite: |

Flash VWerification Test !
Peading Bank 0: _.__ .. __.__.__..
Peading Bank 1: ... ..._.........
Feading Bank 2: _ ... ..._.........
Feading Bank 3: . ... ..._.........
Write werified 0K !

Sending VWendor Outro to port O0xCFOO
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Appendix

This section is for more advanced users, and the lesser used funtions of
JungleFlasher

Pre requisites

e [f using a VIA 6421x PCl Sata card, it is advisable to remove the drivers from the
\Windows\System 32\Drivers\ directory as they do not handle erased LiteOns very well
at all, causing the infamous ‘LiteOn + VIA Freeze’

e You must install Portl032
® .netframework 2.0 Or later for Windows XP machines — | believe you need .net
framework 3.5 SP1 on Windows Vista Machines

Removing VIA drivers (Windows XP)
NOT TO BE DONE IF YOUR MAIN HARD DRIVE IS ON VIA SATA CARD

This is how | done it, it worked fine, may not be 100%

Right Click My Computer, select properties

Open
Explore
Search...
Manage

Map Metwork Drive, ..

Disconneckt Metwork, Drive, ..

Create Shorkouk
Delete
Rename

Properties

Click the “Hardware” tab
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System Properties E]El

System Properties

Sustem Restore | Automatic Updates I Remate |

General [ Eompuiér Name l Hardware I Advanced |

System:
Microzoft Windows =P

- Professional
| 'u Version 2002
u, f Service Pack 2
J . Fieqistered to:
T —— Dagy

Comnputer:
AMD Athlontrn] B4 =2 Dual
Core Proceszor 5000+
2.61 GHz, 3.00 GB of RaM
Phuzical sddreszs Extension

[ 0K ][ Cancel J

Then, click “Device Manager”

SystemPiestore | Automatic Updates | Remote |

General | Enmpﬁter Naﬁ'ue:] Hardware | bvanced |

Device Manager

The Device Manager lists all the hardware devices installed
- on pour computer, Uge the Device Manager to change the
properties of any device,

| Device Manager |

Dirivvers

Driver Sighing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets pou set up
how Windows connects to Windows Update for drivers.

[ Diriver Signing ] ,_ windows Update J

Hardware Profiles

Hardware profiles provide a way for pou to set up and store
different hardware configurations.

[ Hardware Profiles ]

[_ Ok H Cancel ] Apply
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Navigate to “SCSI and RAID Controllers” and click the + sign to expand the list

File  Action Wew Help
5E 2 a

= ! OGEY-DI6ACZZIIE
+-E8 Acronis Devices
[ -j Computer
Ze Disk drives
i 3 Display adapters
=2k DVDJCD-ROM drives
-3, PIOMEER. DVD-Ry DYR-1150
,& PIOMEER. DVD-RW DWR-Z150
P ,& 5152 MNOHASKST SCSI CdRom Device
[=14=% Floppy disk controllers
i3y Standard floppy disk controller

[+ &8 Human Interface Devices
[+-4=4 IDE ATA/ATAPI controllsrs
[+-&5 IEEE 1394 Bus host controllers
[ keyboards

-1y Mice and other pointing devices
- Monitors

[+ E8 Mebwork adapters

- Ports (COM & LPT)

[+ Processors

"
[=)
c
)
=,
=
o
(=]
w
a
2
[Tm}
w
=
m
-
[=]
ol
E:
[=]
[
&

+! 3
[ e.p Storage volumes

[+ 4 System devices

[+ é Universal Serial Bus controllers
[+ \> WSO devices

[+ B8 ¥box 360 [JO Device Drivers

Right Click the VIA 6421 RAID Controller (may report as 3249 if using 550b drivers or above) and
select Disable

=} €2 551 and RAID controllers
3 % £1EDIPLR IDE Cantraller
: =1 i

S

Update Driver. ..
Disable

+ @), Sound, video and gam|
“g# Storage volumes

| System devices Uninstall
| % Universal Serial Bus co:

H < Y30 devices
| B8 %box 360 [JO Device [ Properties

T R

1

1

Scan For hardware changes

+fo

Acknowledge the warning by clicking Yes
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VIA V16421 RAID Controller

L] E Disabling this device will cause it to stop Functioning. Do you really want to disable it?
L

w (]

It should now show as disabled in Device Manager like so:

= @%l SC51 and RAID contrallers
g A1EDIPLR IDE Controller

A4zl RAID Contraller

Now, to remove drivers we must navigate to where viamraid.sys is

Mine were located, and most will be: C :\WINDOWS\system32\drivers\viamraid.sys — once
found, delete this file.

Once deleted, go back to device manager using the same steps outlined above.

Find your disabled VIA 6421 Card, right click and select enable

] @é SCSIand RAID controllers

= A1E0IPLR IDE Controller

VIA VTE421 RAID Co

. sound, video and game « Update Driver...

“g Starage valumes
System devices Uninstall

é Universal Serial Bus contr

\> WSO devices

|- E8 xbow 360 I)0 Device Drw Properties

Scan for hardware changes

i 0

It should now show as the image below

J: @é 2SI and RAID controllers
= A1EQIPLR IDE Controller
ol V14 YTE421 RAID Contraller
&), sound, video and game contrallers
t| =g Storage volumes

# o System devices

% IUniversal Serial Bus contrallers
[+~ _p Y50 devices

[+ B8 sbox 360 IO Device Drivers

If so, reboot your PC

Upon reboot, verify VIA 6421 still has a Yellow Exclamation Mark in Device Manager
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You have successfully removed VIA drivers from your machine

Installing PortlO32

PortlO32 is a driver and library which allows you to do low-level port |10 from any programming
language which can use a DLL in Windows

Simply double click Portl032.exe found in the JungleFlasher package and wait

- [ JungleFlasher.kxt
of 4 JungleFlasher, exe == Text Document
N =l 2ks

Look for the confirmation message (image taken from Windows Vista)

B Administraton Portl032i Xbox 360 Device Driver - Installer by Lahey

_lol x|
PortI032: Bbox 368 Device Driver
Microzoft Windows [Uersion 6.8.668011

1 file<{s)» copied.
1 file(z) copied.
1 file(s) copied.

Name: Portl032 — BRhox 368 Device Driver
Driver iz running.
1 matching device<s» found.

Installed PortlI032: Hbox 368 Device Driver

Portl032: Xbox 360 Device Driver

{ﬂ} Installaticn complete! - Portl032: Xbox 360 Device Driver!

oK
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If you require .net framework, follow link / instructions here:
http://www.microsoft.com/downloads/details.aspx?familyid=0856each-4362-4b0d-8edd-
aab15c5e04f5&displaylang=en

With the pre requisites met, we are now able to move onto using JungleFlasher itself.

Save key to file

With the element of risk involved with manually input keys JungleFlasher supports outputting
to key.bin for all drives.

DVDKey32 will create it for BenQ / LiteOn but Jungleflasher also supports dumping key.bin from
source firmware.

To do this, Open Source Firmware in FirmwareTool32 and click Save Drive Key select where
you want to store it and click Save

Load from previous dump files

Found under DVDKey32,

Get K.ey, Create Dummy.bin, Open az Source

Load fram Prewviouz dump fles

The only real reason you should be using this feature is if you DO NOT have your Original
LiteOn PLDS DG-16D2S but have Key/Inquiry.ldentify .bin files

Simply click this, read the warning, if you want to proceed, click Yes, then proceed to load each
file in turn and click OK
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This will create Dummy.bin and load it into FirmwareTool32
IF YOU CAN OBTAIN YOUR DATA FROM THE DRIVE ITSELF ITS HIGHLY RECOMMENDED THAT
YOU DO —THIS SHOULD BE USED AS A LAST RESORT ONLY.
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Manual Spoofing

Hopefully the excellent key, OSIG and serial spoofing of FirmwareTool32 should satisfy your
needs, but sometimes you need the manual method for whatever reason.

Located in FirmwareTool32
You need the firmware you wish to Spoof loaded into the target buffer

Once loaded, Click Manual Spoofing

Qpen Target
Firmware

b arwal
Spoofing

Save to File

Changing Drive Keys

Here you can manually type a Drive Key — It must be in Hex-Decimal format. It should ONLY
EVER really be used if you have your Drive Key in a text file or email.

If you have a key.bin or ‘Original Firmware’ you can save to key.bin as shown above in the Save
key to file section and use the Load key.bin option

Load key.bin

Just click load key.bin and navigate to your key.bin file, select it then it will automatically load it
into the Manual Spoof Window.

Changing Drives OSIG (String ID)

Simply select the drive you want your new drive to report to the console as, from the drop
down list and click OK.
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If Changing OSIG to a LiteOn PLDS DG-16D2S this will activate the LiteOn Barcode section of
Manual Spoofing, please see below for instructions.

Spoofing LiteOn Barcode into Inquiry String

This is for Spoofing a drive in place of a LiteOn manually, once Drive Key is inserted, you will
want to spoof as PLDS DG-16D2S, next you want to load your identify.bin by clicking Load
Inquiry.bin and navigating to Inquiry.bin, upon selecting it, JungleFlasher will load it into the
window, now you can click OK to finish spoofing the firmware.

If you don’t have the Inquiry.bin file, JungleFlasher will let you manually type the barcode
(located on the top of the LiteOn) into the cox, in the format of 17 Alpha-Numberic Characters
followed by 3 spaces. You MUST include the spaces manually.

e.g.

D608CG82690600G2W____

Then, click Ok to finish Spoofing the Firmware
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VIA Ports only & Include Non IDE ports

Found under DVDKey32 tab,

W& ports Only [
Include nandDE Parts [

VIA Ports Only

This feature suits those who have quirky onboard Sata Cntrollers ( SIL, JMicron) and a VIA6421
PCl Sata Card.

Checking the box removes all non-via sata ports, this will stop you trying to Inquire / DVDKey a
drive on your non-via SATA/IDE ports. Some chipsets don’t like the Inquiry and will hang the
system.

**NOTE** If you do not actually have any VIA ports, JungleFlasher will itself uncheck the box
and re-enable the non VIA ports

Include non-IDE Ports

This option allows you to scan port for contollers Classed as SCSIAdapter. Some newr chipset
use the Class rather than hdc (aka IDE). However this will also show actual SCSI contoller which
are obviously of no use for flashing. Please avoid this fuction unless you know what you are
doing.
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Registry Settings

Only really for troubleshooting and debugging and should only be attempted by those
confident enough to play abut in the systems registry settings

Click Start, click run, type regedit and press enter
Navigate to HKEY_CURRENT_USER
Click on JungleFlasher

You will see something similar to this:

&1 Registry Editor

File Edit Yiew Favorites Help

B3 My Computer Marne Type Dita
':::' (03 HKEY_CLASSES_ROOT (Default) REG_SZ ({walue not set)
= {“__‘l| HKEY_CURRENT_LISER lvvisia REG 52 7
'-’_'- B EFDE‘;’;G [ab]comport REG_5Z 0
= C;::Dle [aB)mocam REG. ST 1
= [ab] DDy REG_5Z 1
#-[_1 Control Panel :
@ Environment DoDrlves REG_SZ 1
(2] Identities DUIO REG_32 L
& = 1url=Flasher ioport REG_5Z 10
#_ Kevhoard Layout LEFt REG_SZ 296
] |'_‘| Printers position REG_SZ2 Master
[ rememberte E‘jchsiPorts REG_5Z 1
i |__'| SessionInformation Top REG_SZ 208
i |_J ShySoft ViaPortsOnIy REG_SZ u]
[#-[_] Software
i D UMICODE Program Groups
(2 Volatile Ervironment
¢ @ [ Windows 3.1 Migration Status
{2 HKEY_LOCAL_MACHIME
- HKEY_USERS
-2 HKEY_CURRENT _CONFIG
. Adview - Remembers . DoDrives - Enumerates drive . Position —No longer in use,
whether Advanced View was letters, for debug use only was used in .026b release of
selected or not JungleFlasher
. DolO - Enumerates |/ O
. COMPort - Remembers last ports, for debug use only . ScsiPorts - enumerate
COM Port selected, number SCSIAdapter 10 ports also
represents position in drop . 10Port - Remembers last 10 (NON-IDE)
down menu Port selected, number
represents position in drop . Top - Remembers postion of
. DoCom - Enumerates down menu JungleFlasher window (Top
comports, for debug use only
. Left - Remembers postion of . ViaPortsOnly - enumerate
. DoDevID - Will send Intro if JungleFlasher window (left only Via IO ports, for safety
drive reports as in Vendor hand side) (Value 1) Lists all if removed
Mode or Value 0
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JungleFlasher v0.0.043 beta
Thanks to:

Team Jungle
&

The testers for all the hard work!
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